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ABSTRACT

Cryptography is one of the most important tools that provide hiding data and information security usually done
through mathematical manipulation of the data with an incomprehensible format for unauthorized users. It has long been
used by government, public and private companies and militaries too to facilitate secret communication. Mainly,
it is commonly used within many kinds of civilian systems in protecting information. Building and creating a key that
would prevent an unauthorized decryption of message is the chalenging part of cryptography. This paper aimed at
providing algorithms to secure sensitive information transit via unsecure channels from the hands of the Internet criminals
by scrambling the sensitive information using consecutive mathematical-based algorithm which performs dual ciphered
and re-ciphered operation (Dual encryption), then dual decryption and re-decryption, by principles of congruent, for both
consecutive encryption and decryption schemes (Dual decryption). Additionally, the use of basic mathematical
characteristics of integer numbers generators applied in both steps in dual encryption and dual decryption which are the
novel of our project.

The suggested algorithm was tested with samples of real data and the result practically demonstrated how dual
schemes are indeed of relevance in providing strong and complex decryption keys to protect sensitive information.
The dual consecutive schemes proved that more illegal trials attempted, the more difficult it is for the criminals or hackers
to unvelil the sensitive information. The results of this algorithm shows that discourage the criminals will be based on the
complexity of the dual encryption and decryption key. This paper is part of a commercial big project considered as a first
step to be extended to use finally randomized integers during encryption process which will never be predicted and will be

applied as afirst step by using different distinct or random process during encryption and decryption processes.
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